Overview




What is needed for Outlook
Web Access

e |ID Card

e PKI Certificates on ID Card
e CAC Reader

e CAC Software installed

e NMCI Email Account




Purpose

e This brief is to be used as an aid of reference
for users on the USMC NMCI network who
need to access their work Email from home
or deployed locations.



Objectives

Acquire PKI certificates for your ID Card (Common
Access Card (CAC))

Acquire and install a CAC reader

Acquire and Install CAC software (ActivCard Gold
2.2)

Access NMCI E-mail Account via Outlook Web
Access (OWA)



What is Outlook Web Access?

e OWA is a web based program that allows
users to access their work related Emails
from any internet connection

For example . from home or a deployed location



Acquiring PKI
Certificates

The first step to accessing OWA




Acquiring PKI Certificates

e PKI Certificates are issued at the IPAC ID
Card section Building 1 Room 223

e Atthe IPAC ID Card section ask the clerk to
install or update your PKI Certificates



Acquiring PKI Certificates

e What you will need when visiting the IPAC

ID Card section:
Your ID Card
Your ID Card PIN
Your NMCI Email Address
( )

(Your e-mail address will be embedded in your ID Card, make sure
you give the clerk your correct address or your PKI Certificates will be
invalid)


mailto:your_login_id@usmc.mil

Acqguiring and Installing
a CAC Reader

Once you have your PKI Certificates on your ID Card
this is the next step to accessing OWA




Installing CAC Reader

e Acquiring a CAC Reader $

If you are using your NMCI laptop, a CAC reader is
already installed. Please skip to the Accessing NMCI
Email section.

It is located on the left hand side of the laptop

If you need a CAC Reader for your home computer
or are using a non-NMCI computer you can obtain
one from MAG12 S6 by calling 253-4041 or 253-
4615



e
p

Installing CAC Reader

e Connect the CAC reader to your computer
Connect your CAC Reader to an open

USB Port on your computer >
(Cancel any installation attempts

that may appear)




Acqguiring and Installing
CAC Software

Now that you have your PKI Certificates, and CAC
Reader, you need to install the CAC Software




Installing CAC Software

e To download the CAC Software (ActivCard
Gold 2.2 Click on the link below

If you are using Microsoft Windows XP you will
also need to download this patch:

File Download xl
2] S fI t hal rrnyo fon] If h fI f n below
. k ousz, U dio f || Lrc e, do nok open or
h fI

File name: activCardGold 2.2 exe

The following window will |
appear, Press Save

& This t_l,lpe of file could harm your computer if it containg
malicious code,

*would pou like h the: file

e it bo your computer?
Open | I Cancel More Info

¥ flways ask before = type of file



http://www.iwakuni.usmc.mil/NewWebsite/Remote E-mail/ActivCardGold 2.2.exe
http://www.iwakuni.usmc.mil/NewWebsite/Remote E-mail/ActivCardSP2.exe

Installing CAC Software

e The Save As window will
appear, choose a location
such as your Desktop
and click Save to save
the file to your computer

Download complete g (=

h
L- Download Complete .
Saved:
ActivCard22.exe from aries.spawar.navy .mil
(RRNNRRRRRRRE NN AR AR Pl
Downloaded: 33.8MBin 8 sec
Download ko: C:\Download\ActivCard22.exe
Transfer rate: 4.22 MB|Sec
[JiClose this dialog box when download completes

| Open I [ DOpen Folder l I Close ]

The file will save to your
computer and the
Download Complete
window will appear.
Click Open



Installing CAC Software

e Winzip will open. Click Jome A chCovl e e vk | o

Unzip to extract the om0 Ty _ e
ActivCard22 files to a v e epe _ |
temp directory such as —

"
C\Temp

g
§

e Click Ok once the unzip has finished g E———

265 filefs) unzipped successfully

WinZip Self-Extractor - ActivCard22.exe

Tounzip all fles in ActivCard22.exe to the specified Unzip
folder press the Unzip button, —

Unzip ta folder: Run Wirip

E~T\clement\LOCALS 1\ Temp I L o o Then Click Run Winzi P

v Ovenwiite files without prompting

About

Help

il




Installing CAC Software

& winZip - ActivCard22.exe

e Winzip will open. Find
the run.exe file and
double click it

ActivCard

ActivCard Gold for Common Access Card version 2.

File Actions Opkions Help
i \ == (”-) oy e o Y {‘7\ : j
o B F @O o @ Y
Mews Open Favorites Add Extract Wigw Instal ‘Wizard
Hame Modified Size Ratio  Packed Path -
W irun.exe 4/23/2001 11:52 PM 77,824 63% 28,642 =
:}run.ini 2{21/2001 4:33 AM 377 33% 2594
demo3zZ exe 10{12{2000 7:52 ... 393,216 53% 186,428 B
= cold.dbd 9/10/2002 9:10 &M 199,928 8% 183,074 Bin|
00409, ini 5iz/2002 5:11 &M 4,107 5% 1,665  Bi...
§9activCard Gold.msi 9/16/2002 1:13 4M 3,263,488  64% 1,181,... Bi..
&) acacia.di 7131/2002 5:04 &AM 45,056 66% 15,468 Bi..
fgacacia.dll 7131/2002 5:04 AM 40,960  63% 15,024  Bi...
j acautoreq.exe 112/2002 1:16 AM 53,248 63% 17,036  Bi...
j a0COCA EXE 8f12/2002 10:54 ... 159,744 60% 63,127 Bi..
j accocads.exe 81212002 10:53 ... 143,360 59% 58,289 Bi.. [
Selected 1 file, 76KB Total 265 Files, 53,456KB a0

<

View Documentation

Browse CD-ROM

The ActivCard Window
will appear. Click Install
Product



Installing CAC Software

& ActivCard Gold 2.2 CAC - InstaliShield Wizard X

Welcome to the InstallShield Wizard for .
ActivCard Gold

The InstaltShield(R) Wizard will install ActivCard Gold on your
computer. To continue, chick Mext.

WARNING: This program is protected by copyright Lyw and
inbernational treaties.

[Ctet> [ concel |

Accept the terms in the
license agreement and
select Next

Select Next

/& ActivCard Gold 2.2 CAC - InstaliShield Wizard

License Agreement
Please read the follovang bcense agresment carefully.

ACTIVCARD LICENSE AGREEMENT ~

IMPORTANT - READ CAREFULLY BEFORE OPENING SOFTWARE PACKET(S)
ANDOR INSTALLING, COPYING OR OTHERWASE USING THE SOF TWARE. UNLESS
A SEPARATE MULTILINGUAL LICENSE BOOKLET IS INCLUDED N YOUR PRODUCT
PACKAGE, THE FOLLOWING LICENSE AGREEMENT APPLIES TO YOU, BY OPENING
THE SEALED PACKET(S) ANDOR BY INSTALLING, COPYING OR OTHERWISE
USING THE SOFTWARE, YOU INDICATE YOUR ACCEPTANCE OF THE FOLLOWING
ACTWCARD LICENSE AGREEMENT (“AGREEMENT").

This i5 a legal agréemeant between you (YOUT, eithér an individual or an entity, and «

(® acept the terms in the kense agreement]

(D1 do nok accept the terms in the licenss sgresment

[ <gock J{_mot> J[ cConcel |




Installing CAC Software

i ActivCard Gold 2.2 CAC - InstallShield Wizard

Setup Type
Choose the setup type that best suits vour needs.

Please select a setup type.

@fiypical <
@ All pre-selected default features will be installed,

O Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

[ < Back Il

Mext = ] [ Cancel ]

e Then Click Install to

Install the CAC Software

Click Next to start a
Typical Installation

Ready to Install the Program
The wizard is ready to begin installation,

Click. Install to begin the installstion.

IF wou weant bo review o change any of your installation settings, chck Back, Chck Cancel to

ek the wizard,

[ <gsk  J[_nstal

J [

Cancel




000
0000
0000
o000
. (X
Installing CAC Software :
i ActivCard Gold 2.2 CAC - InstallShield Wizard
Installing ActivCard Gold
The program Features you selected are being installed.
Flease wait while the InstallShield Wizard installs ActivCard Gold, This may . Walt fo r th e I n Stal I a.tl O n
take several minutes.
to complete
(RNRNNANRARRNRNNANNANRNRRNRRNRRRANE )
g Installation in progress. Please wait,
Cancel
it ActivCard Gold 2.2 CAC - InstallShield Wizard X

InstallShield Wizard Completed

e Once the installation is
complete Click Finish

The Instaltshield wizard has successfully instalbed ActivCard
Gold. Click Finish ko exit the wizard.

Show the readme Ffile




Accessing NMCI Email

This is the final step, here you will learn how to
access your NMCI OWA




Accessing NMCI Email

e Firstinsert your ID Card into the CAC
Reader

From Home Computer From NMCI Laptop



Accessing NMCI Email

e In this file right click the File Attached and choose Save

Attachment...

e Save the file to a convenient location such as the Desktop

' }' Qpen ﬁ Save +_| Aol ﬁ Delete 'fﬁ Search

Marne

Descripkion

.{fj Commerts | Attachments ™.

o [

::’cn—-..n—”' Fcd o [ |

u:Iu:u:In:an:erlzs_l ao103.~"+

&7 Open Attachment

+ 7 Add attachment. ..
T] Delete Aktachment

Edit Descripkion. ..
fﬂ Search Attachments, ..

v | Show akttachments by default




Accessing NMCI Email

Install Certificate

Right Click the dodcert file

Click Install Certificate

A Diaglog Box will Appear, Press Next, Next, Finish
The Import Successful Dialog Box will appear, press ok

Scan Far Viruses, .,
Cipen with
&3 WinZip

Send Ta

_uk
Copy

Certificate Import Wiz |

@ The impart was successhul,

Ik

Create Shorkeouk
Delete
Fenams

Froperties




Accessing NMCI Emall

e If this Is the first time you are using your 1D
Card on your computer then you will have to
Install your PKI Certificates.

Click Start, Programs, ActivCard, ActivCard Gold,
ActivCard Gold Utilities

¥ @ CCESSONEs
Iz

ActivCard
k @ Microsol Ft Office L Sy CAC Backup Restore
Setting . @; Roxio Easy CD Creator 5 ¢ E Common Access Card Setup Guide
&' Adobe Photoshop 5 @ Common Access Card Sebup Ukility
arg

i 2k Y

r.m)
[

ndows 2000 Professional




Accessing your NMCI Emall

e Enter your PIN when this screen appears

ActivCard Gold - Enter PIN

e Then click Tools,
Register Certificates...

|mpart... Erpart... Sdd..

[Delete | Froperties |

Cloze




Accessing NMCI Email

e When this screen appears, press Yes

ActivCard Gold Utilities ) |

&)

This operation will allow you ko use from this machine the certificates already stored in the card. This will not export your private key From the card to
the PC but just public information including the digital certificates.

This operation needs to be done in the following cases:

-You download a certificate from another machine.

-You downloaded the certificate in an application other than the one wou plan to use it in (download in Metscape browser and use in Microsoft Internet
Explorer for example).

Even if the operation is not needed, it will ensure access to all the certificates downloaded in the card.
Do vou wish ko continue?

ActivCard Gold Utilities

@ Certificate has been installed.




Accessing NMCI Email

e To access NMCI OWA visit this site:

e This screen will appear

— [dentification

® S e I e Ct yo u r n am e an d & The "Wehb site you want bo view requests identification.

Select the certificate to uze when connecting.

reSS Ok LOHMES ZACHARIAH. BERTHAND. 1276327133
FEAROM. RICHARD AMDREW 126341 4017

kare |nfa... | i Eertificate...l

o]

Cance



https://webmail.nmci.usmc.mil/

Accessing NMCI Email

e This screen will appear |
o Enter your PIN and press Ok .

e You will then be prompted for your username
and password

2 x|




Accessing NMCI Email

e Type In the following in the username field:
e MCDSJP\your nmci_user _Id

/

\

e Then enter in your password and press Ok



Accessing NMCI Email

e |f all steps were followed correctly you should
have access to your NMCI OWA

; Microsoft Outlook Web Access - Microsoft Internet Explorer provided by Navy Marine Corp Intranekt

File Edit Wiew Favorites  Tools

Help

Back + = - (@D “t | Qsearch  [EFavorites GMedia (4 | EN- S b

Outloo eb Access

Address I@'l https: jfwebmail nmci.usme. milfexchange/

] Folders O (2] fodnew - |2 X G Q3 |E - 55 L @] @k tag off

= £ Fearon LCpl Richard &
[if] Calendar
|6 Contacts
(5] Deleted Items
[7) Drafts

b |
4 Journal
lB‘ Jurik, E-raail

| | Motes
=] Cutbox

= Senk lkems
[ Syne Issues
| Tasks

e
|~ Inbox
E Calendar

&=| contacts

;\d Tasks

5 Public Folders

E% Rules

~| Options

a0

DRPPDDDDDRDDDDDRPLEPPOPPD DD

Dl@lme

@ H

Hosee ...

Mewma...
Mewma...
Mewma...
Mewma...
Mewma, ..
Mewma...
Mewma...
Mewma...
Mewma...
Mewma...
1 Fearon ...,

W Fearon ..

W Fearan ...

W Fearon ..

Fearan ...
Fearon ...
W Fearan ...
Fearon ...
Fearan ...
Fearon ...
Fearon ...
1 Fearon ...,
Fearon ...

| Subject

Sizal w

UAIF or Change Pin/Secret Word
HelpDesk_USMC

UAIF of Char

| . Thu
CaC Cards

Wed 12/1..,

Fus NMCT Seat ... Tue 12/1... 2. Douhble-click on the form to open.

Fi: NMCT Seat .., Tue 1241...
Fil: Tue 12)1...
Fi: QOPS!! Tue 12/1,
Fw: Uniform of ... Tue 12§1...

3. Complete the form and click =] or go to File > Save. This will save the
form to the e-mail
4. Mext, you will need to save a copy on the Deskfop for yourself. Click Fiie
> Save As > Save In: Deskdop > Save
5. Before sending the form, verify that the completed form is saved to the
Deshfop and the e-mail
&, ¥ou are now ready to mail the form to the Helpdesk Click Send and the
form should be onits way. You may verify that the form was sent by LI

o dlooo
Z.. - 3
Anttachmsnts can contain viruses that may harm your computer, Attachments may not display
RE: Tue 12f1.. 3. correctly,
RE: Tue 1241... 3... To: Fearon LCpl Richard &
RE: Tue 12{1... 2. Cc
RE: Tue 12fl.. 2... Attachments: | ] cpne pin-secret word Form v1 3.doc(75KE} [ UAIF v3.6.doc(114KE)
RE: Tuei2{l... 2...
RE: Tue 1241... 2... =
RE: Tue 121, 2. Dear User,
RE: Tue 1241... 1...
. Pleage follow the instructions below for completing and returning your TAIF or
RE: Tuz 12il.. 1., Change Pin form,
= U iEl.o, L3 ® The UAIF form is for user's to sstablish a new Pinkl and Secrel Word
FW: Unit Diary  Tue 12/, 1., & The Change Pin form is to change an slready existing Pin# or Secret Word,
. P Tue 121... 1... ¥
Fild: Tue 12f1... 2. These are not to be shared with anyone except the NIMCI Helpdesk. Even then, you
. P Shrek..., Tue 12f1... 9. ate NEVER to say your Sectet Word over the phone
FW: NET Motific... Tue12f1.. 1..
/ *+This form must be sent from the person's e-mail whose name is on the form**

Fitt Tue 12j1... 1.
FWW: Unit Diary — Tue 12/1... 2... o
P ey Tue 121 1., 1. Double-click on the e-mail to open.

(000

6.

g

1.

Eoog

‘@ Dane

il start “ ™ & [©]

J (5] Printers I @Mlcroso‘.

’_,_E & Internst

0| Inbici ... | A WMCE ...

2 Adobe I & Micros... @untltled.‘.l

X ImlY 14:53




Accessing NMCI Emall

e The view and function of your NMCI OWA
Email are very similar to your regular Outlook
Account, so browsing your email should be
almost the same

e Remember to log out of OWA when you are
finished
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